The illegal dumping of hazardous waste is one of the most concerning occurrences related to illegal waste activities. The waste management process is quite vulnerable, especially when it comes to assuring the right destination for the delivery of the hazardous waste. The purpose of this paper is to present a new system design and prototype for applying the RFID technology so as to guarantee the correct destination for the hazardous waste delivery. The aim of this innovative approach, compared with other studies that employ the same technology to the waste disposal process, is to focus on the certification that the hazardous waste will be delivered to the right destination site and that no inappropriate disposal will occur in the transportation stage. These studies were carried out based on data collected during visits to two hazardous waste producer companies in Brazil, where the material transportation and delivery to a company in charge of the waste disposal were closely monitored.
Introduction
The term 'hazardous waste' describes waste which is dangerous or difficult to keep, treat, or dispose of, and it may contain substances which are toxic, corrosive, infectious, carcinogenic, reactive, irritant, or else harmful to human health and toxic to the environment (Williams, 2005) .
According to LaGrega et al. (2010) , mercury poisoning of human populations in Japan and episodes involving polychlorinated biphenyls, dioxins, and other organic substances have become more frequent. Consequently, public awareness prompted the environmental movements that resulted in the enactment of the hazardous waste laws that dictate how waste is managed today.
Although the legislation has been improved in different countries, the illegal dumping of hazardous waste is still considered one of the most concerning occurrences related to illegal waste activities (Tompson and Chainey, 2011) . A study by the United Nations Environment Programme (UNEP) highlights that unless there is a greater investment in the waste infrastructure in the next years, the problem of illegal hazardous waste in developing countries is likely to increase (UNEP, 2010) .
In Brazil, where this study was developed, there are many problems related to this issue. According to Gouveia and Gunther (2005) , only in São Paulo, Brazil's richest state, from 1978 to 2004, 5884 support activities related to environmental accidents were registered, and 4.8% of these were connected to occurrences involving chemical waste disposal. Another paper (Da Silva et al., 2005) mentions different local problems connected to medical waste management. In general, hazardous waste management is quite vulnerable, particularly when it comes to certifying that the material will be delivered to the right destination. Different cases involving the transportation of hazardous waste and its disposal at the wrong site have been reported by the Brazilian media in the last few years.
The polluter-pays principle in Brazil was established by environmental national regulation (Federal Law 6.938, 31 August 1981) . It states that every generator is responsible for the handling, packing, and final destination of their waste. According to the Brazilian Federal Law 9.605 of 1998, absence of correct waste management can result in legal charges for environmental crime. In other words, the hazardous waste generator is not only responsible for hiring a carrier company and finding the right site for waste treatment or disposal, but also for certifying that the waste is delivered to the correct destination. Otherwise, the generators will be charged for not meeting their obligations.
In this perspective, the proposal of this paper is to use radio frequency identification (RFID) technology for hazardous waste management and tracking. The purpose of this innovative approach, compared with other works which have employed the same technology to the waste disposal process, is to focus on the certification that the hazardous waste will be delivered to the right destination site and that no inappropriate disposal will occur in the transportation stage.
RFID technologies
The RFID technology-based system presents three components: tags, readers, and operational software. The tag contains an RFID chip inside which stores data. There are different presentations of tags to offer the best match for each kind of material to be tagged. It is contactless and can be read/written thousands of times by means of electromagnetic signals conveniently modulated and coded by the readers. In fact, the readers are not only 'readers' since they can both read and write data on the chips, as long as they respect some technical parameters limitations such as signal strength, chip memory size, and security requirements to protect them against unauthorized data access. Typical reader presentations are pad (table top) , gate/tunnel (aisle), and handheld. Finally, there is the operational software in charge of controlling all the system components and the data flow processing, using communication modules that employ specific protocols.
RFID technology is a powerful tool and can change the way of managing business and supply chains. A great advantage of this proposal compared with the traditional barcode technology (in which data can be read, but not updated) is that it allows simultaneous and secure reading/writing operations, which improves the whole process operational performance. Additionally, the reading/ writing operations can be made remotely and is contactless in nonmetallic materials such as plastics, wood, and glass as well as in metallic materials, although, in this case, special tags should be used. Therefore, the human operators remain as far as possible from the direct contact/proximity to the hazardous waste, preventing contamination and reducing the risk of accidents.
Some RFID applications related to waste management should be mentioned. RFID can be used to simplify data management when weighing trash cans during kerbside residential waste collection (Thomas, 2003) . Saar and Thomas (2003) demonstrated that RFID tags can be used to enable 'smarter' recycling and disposal systems which allow both monitoring and understanding of the resource flows in the end-of-life product chain. RFID technology has also been used to provide the optimization of municipal solid waste collection in Italy (Faccio et al., 2011) and to improve the waste collection operation, bin, and truck monitoring in Malaysia (Hannan et al., 2011) .
Methodology
This study applies a six-step generic framework proposed by Ting et al. (2013) , to the implementation of RFID solutions. The scope of the project (step 1) was defined based on the knowledge of the RFID technology limitations (e.g. RFID cannot work properly close to metals and liquids, some kinds of tags can be unsuitable for use depending on how they will be handled). The scope was restricted in the first phase to guarantee that the hazardous waste disposed by the generator would be delivered to the correct destination with no deviations. Steps 2, 3, and 4 are analysis of the existing system, system design, and prototype development. This study can be the basis for implementation of the process in many companies (step 5), which will create the possibility of monitoring and receiving feedback from users for a continuous improvement cycle (step 6).
The field work was carried out based on data and experience collected during visits to two hazardous waste generator companies, where the material transportation and delivery to a company in charge of waste disposal were closely monitored. In order to propose solutions, the weight checking (at the initial and final destination), packing, truck boarding, and waste disposal, as well as all the certifying procedures for security and correct destination, were verified according to the environmental legislation regulation. Limitations, inefficiencies, and risks throughout the whole process were also investigated. Also, some simulations were made using RFID equipment with the purpose of applying this technology to solve any eventual existing problems.
Analysis of the existing system
Collecting the waste at the generator The first task to be done at the generator site is to check the weight and pack the waste (Figures 1 and 2 ). This activity is usually done 1 day (or at least a couple of hours) before the collecting procedure.
In Rio de Janeiro State, where this research is being made, the hazardous waste manifest (HWM), which is also known as the movement document, is a special shipping document for hazardous waste regulated by the INEA (Rio de Janeiro State Environmental Institute). This document contains data related to the classification/kind of the waste to be transported, its packing procedure, its origin, and its total weight. In case of more than one kind of waste, a specific document is necessary for each one. Furthermore, each movement document/manifest is composed of four copies, stamped by the generator, carrier, and receiver of the waste. This document can be filled out online (http://sistemas. inea.rj.gov.br) or offline using the same document format but without the INEA numbering. In this case, the numbering is created by the generator. It is important to note that the weight checking is not related to each separate packing but to the sum of them all, according to the different kinds of packing. It means that the total weight is interrelated to each HWM. There are also different types of packing materials to suit to different kinds of waste, from plastic bottles to big bags.
The HWM contains information about the carrier company that will provide the transportation, including the vehicle license number. As the document is filled before the carrier vehicle arrival, in case of any vehicle change, it must be registered in the declaration. The carrier may collect waste from more than one hazardous waste generator. In this case, each generator fills one or more HWMs (according to the number of different kinds of waste to be carried).
The carrier collects three copies of each HWM, delivers two of them to the final receiver, and keeps the last one in its archives. The final receiver, after receiving the waste from the carrier, keeps one copy of each HWM, and sends back the remaining copy to each generator. Finally, the generator will send this last copy to INEA.
Waste arrival at the receiver company
The first tasks to be undertaken by the receiver company are to weigh the carrier vehicle ( Figure 3 ) and to unload the waste at the unloading area ( Figure 4 ). This process is executed in many stages according to the number of different HWMs: that is, each manifest corresponds to its waste unloading separately. After each unloading, the vehicle returns to the weighing area where its weight is checked again. In this way, considering the difference between each weighing, it is possible to identify the total weight of the waste correspondent to each HWM. Therefore, it is possible to compare the weight of the waste computed at the generator site and the weight of the waste calculated at the receiver company. It must be considered that the weighing area should be close to the company entrance, near the administration building, because the environment in the unloading area, with high temperatures and poor atmospheric conditions such as dust and chemicals, is not conducive to the installation of any sensitive device and could drastically reduce the lifespan of the service. The waste can be unloaded using forklift trucks or, in some cases, a handling process (for example, drums that can be manually lifted).
Remarks about the process
When analysing the process previously described, some questions have been raised. How can the occurrence of deviation/ losse in the waste transportation stage be known? How can it be assured that the waste will be delivered to its correct final destination without depending on any manual procedure (e.g. stamping of documents) and not subjected to fraud? Could the waste generator company get full credibility for its environmental responsibility in providing a safe certification process based on the use of technology targeting waste tracking? It is important to note that organized crime uses a network of specialists who sometimes provide the service to a range of crime gangs. Such services include the transport and the provision of false documentation (White and Heckenberg, 2011) .
System design and prototyping
This study aims to define a new operationally efficient process as well as able to eliminate eventual risks related to the procedures employed nowadays.
Collecting the waste at the generator (redesigned process)
The first task, the weighing of the waste and its packing, should be done as usual. However, in the packing operation, a RFID tag should be updated with the information about the waste, the generator company, and the linked HWM number. Each tag has a unique serial number that allows tracking of individual items (Schindler et al., 2012) . This tag should be mechanically attached to the packaging and protected against data rewriting, hence avoiding any fraud throughout the process.
The RFID tag models chosen must be strong enough to operate in harsh environments, considering the particular characteristics of the sites where they will be handled. Another relevant issue to be considered is the possibility of mechanically fastening the tag to the packaging so as to avoid attempts of removal after its attachment. According to this specification, we recommend the use of the tag presented on Figure 5a . This tag is suitable for big bag packing (Figure 5b ) or plastic bottles (Figure 5c ). In case of metal-containing packing, a metal proof tag (Figure 5d , the rectangular black tag attached to the white metal) is preferred to eliminate interference. It is basically a conventional tag which was encapsulated in a plastic casing so that the tag antenna remains far enough from the metal to work properly. Also, it is shielded against harsh environmental conditions such as humidity, temperature, pressure, and other mechanical phenomena. Based on our test results using different types of readers (handhelds, gates/tunnels, and pads), ultra-high frequency (UHF; about 900 MHz) RFID tags were chosen instead of high frequency (HF; 13.56 MHz) RFID tags since we got a better reading performance. In addition, the different tag presentations and the small sizes available made it possible to have a variety of tags able to work properly and to fit the different kinds of packing and materials.
The HWM information is stored in a database and accessed through an information system. Besides the existing information available in the conventional HWM form, the database should also store the unique serial number of the tags attached to the waste packs. In other words, it should be possible not only to store the total weight of the waste from each document, but also to control all RFID tags used in the transportation of the packaging from the generator to the final receiver. Since each tag has a unique serial number, it is not possible to occur any kind of duplicity of that information.
Finally, as soon as the carrier vehicle leaves the generator site, the date and time of the occurrence as well as the latitude/longitude coordinates of the location would be stored in the database above.
The use of handheld readers to write the data in the RFID tags is recommended ( Figure 6 ). Those readers are easy to handle and do not require any significant changes in the infrastructure of the generator company.
In addition, since we used UHF RFID technology, we observed good readings from as far as 2 m away using a typical output power of 27 dbm (0.5 W) with a handheld reader, thus allowing a safer distance for the operators. Alternatively, in case of using gate/tunnel readers, which can be conveniently set in a supporting structure, the reading range increases to 4 m using a typical output power of 30 dbm (1 W). 
Waste arrival at the receiver company (redesigned process)
After studying the process, this study concluded that the current weight checking procedure should be kept. This means that the carrier vehicle must be weighed at arrival and after the unloading of the waste listed on each HWM. However, the tag-reading procedure needs to be made at the weighing site, which has environmental conditions more suitable for the installation of the electronic devices compared with the unloading area.
The handheld reader was used to read the tags at the waste receiver site. However, the development of some physical structure to support the RFID readers and antennas can be more effective, as it would be able to automatically read all the tags at once, using, for example, a gate/tunnel configuration, which does not require a human operator.
After reading all the tags, the information system (and its database) can be updated with the information from all the tags that arrived at the waste receiver company. In this way, besides the usual weight checking that compares the exit and entrance weights, it would be possible to verify whether all the RFID tags (and their attached packaging) arrived at the final destination. Obviously, the waste arrival date and time and the receiver's 
Remarks about the information system
We suggest using a cloud-based information system. This means that users can access the information system using a web browser regardless of their location or device (e.g. PC, mobile phone). As the infrastructure is off site and accessed via the internet, users can connect from anywhere provided they have a login/password. Therefore, the information system could be updated at the waste generator company, which could register all the information from the waste manifest (kind of waste, weight, packaging, and carrier vehicle data) and the RFID tags attached to the packaging as well as the departure date/time and the latitude/longitude of the site.
The HWM data would have its status updated to 'in transportation' at the waste departure time (generator). Besides, the cloudbased information system would also be accessed at the arrival site. The information from the weighing process and the received tags as well as the arrival date/time and the latitude/longitude of the site should be registered in the database. In case of deviations related to the data of the weighing process or the tag information, the HWM record would be updated to a status indicating 'reception deviation'. Otherwise, the waste manifest would be updated to a status indicating 'delivered at the final destination'.
Hence, it would be quite easy to access different management, control, and tracking reports from a variety of places by means of the internet. Decisions could be made based on a large amount of information such as: total time of transportation from each waste manifest; average time of transportation from each carrier; waste not delivered yet at the final destination (status 'in transportation'); waste manifests with deviations to the final destination and their list; waste delivered correctly at the final destination (status 'delivered at the final destination'); total volume of delivered waste (by period, generator, receiver, carrier, kind of waste, etc.); total volume of received waste (by period, generator, receiver, carrier, kind of waste, etc.). Figure 7 presents a process schematic.
Preventing fraud
As aforementioned, there are many concerns about the existing system and this redesigned process aims to address such concerns. To achieve this goal, it is important to explain some characteristics of the redesigned process in detail as well as to assign some responsibilities to the stakeholders in the system. This work suggests that the Brazilian Institute of Environment and Renewable Natural Resources (IBAMA) which is an administrative arm of the Brazilian Ministry of the Environment (BME), will be responsible for managing and securing the Cloud Based Information System. At present, IBAMA is responsible for the national registration of operators of hazardous waste (more information is available at www.sinir.gov.br, a website run by the BME). The idea is that IBAMA creates user accounts and grants access only to properly recognized and validated hazardous waste generators, receptor companies, and other public environmental agencies. The information system would be based on the SSL protocol (secure sockets layer) to provide communication security over the internet and prevent eavesdropping and tampering.
The HWM numbering control would be made by the cloud information system, under the IBAMA responsibility, to eliminate the possibility of offline numbering. As a result, fraud in the transportation phase could be easily identified. Agencies which regulate the transportation of hazardous waste could check online the validation of the HWM owned by the transportation company by accessing the cloud information system.
A RFID reader as well as operational software is necessary to execute the reading/writing operations in the RFID tags. As previously mentioned, the tags would have unique serial numbers and would be protected against data rewriting by software communication commands. The recommendation is that the BME takes responsibility for the certification so that software companies develop commands which provide reliable interchange so as to avoid any fraud throughout the process. We reinforce that the process safeguarding would not be possible using barcode tags as RFID tags can store significantly more information, but, most importantly, the RFID unique serial number allows tracking of individual waste packages.
We recommend the improvement of the regulations which define the kinds of tags to be used and so eliminate potential reading/writing interference problems. These regulations must be obeyed by the hazardous waste producers and receivers, the first being responsible for acquiring the RFID tags and both being responsible for paying and maintaining the RFID readers located at their sites. These companies will also need to hire BME-certified software companies to provide reliable RFID communication software.
In a broader perspective, we recommend that public authorities are the owners of the cloud information system, which would ensure that all participants (generators, transportation, and receivers companies) related to the disposal process work with an automated compliance tracking system. However, in a narrower perspective, even if public authorities do not manage the system, it could be used and managed by generator companies as a tool to help them manage and track their hazardous waste destination. As established by the polluter-pays principle, the generator is responsible for the handling, packing, and final destination of its waste. Therefore, the cloud computing system could provide control and tracking reports to generator companies and help to safeguard against the occurrence of deviations/losses in the waste transportation stage. As a result, it would prevent them from eventually being charged for irresponsibility.
In short, the redesigned process aims to guarantee the right destination of the hazardous waste. Furthermore, the cloud information system provides the operators, receivers, and public authorities some resourceful information about the hazardous waste delivery process. The current proposal also ensures worker safety by avoiding direct contact with the hazardous material.
Conclusion
In this paper, a new solution of integrated RFID technology was proposed as a means to avoid illegal hazardous waste disposal.
To achieve this goal, the group of researchers applied a six-step generic framework indicated for the implementation of RFID systems (Ting et al., 2013) .
For the success of RFID projects like the one presented in this paper, it is essential to be aware of the local conditions of the organizations involved in the hazardous waste disposal process and also to try to adapt the technological solutions to this scenario. In this perspective, we redesigned the process considering the following aspects:
• • choosing a handheld RFID for reading/writing operations both at the generator and at the receiver sites, which makes the operation simpler; • • avoiding the installation of RFID equipment at inappropriate places with bad atmospheric conditions that could reduce the service lifespan; • • protection against rewriting of tag data and the need of linking the unique IDs of the tags to the HWM data, to avoid fraud in the process; • • the choice of the right RFID technology, in this case UHF RFID tags, in order to survive extreme humidity and temperature and also to overcome difficulties due to dirt and damage and interference distortion from metals and liquids; • • the use of a cloud computing information system to integrate all data related to the process as a means to support the decisions made.
RFID handheld readers are simple to operate and do not require any significant change in the infrastructure of the companies; however, the redesigned process here presented is quite labour intensive. However, the development of some physical structure at the receiver company to support the RFID readers and antennas (i.e. large mid-range reading gates/tunnels) can be an alternative to render the process more effective, making it possible to read all the tags simultaneously. The use of automated weighing-machines capable of communicating with RFID tags should also improve the writing process at the generator company. Some alternatives can also be considered, such as conveyor belts and trolleys to transport the materials through the reading gates/tunnels. Besides, a more convenient method to attach the tag could be used, for example inserting the tag during the packaging manufacturing process (source tag), although the tags were mechanically attached to the packing in this design prototype. These alternatives can render the process less labour intensive and more scalable. However, they result in greater costs for the implementation of the solution and are not presented here. Because the main goal of this work is to demonstrate the potential of RFID applied to a compliance hazardous waste tracking system, a deeper analysis for improving the process is not offered, although it is recommended for future studies.
In conclusion, the hazardous waste generator is responsible not only for hiring a carrier company and finding the right site for waste treatment or disposal, but also for guaranteeing the waste delivery. Hence, the process presented in this paper may be a relevant contribution to an important generator demand,
